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	PAPER – I (USCS601: Wireless Sensor Networks and MobileCommunication)

	1. 
	Networks of interconnected, battery-powered, wireless sensors placed in the physical environment
a. Wireless Sensor Networks (WSN)
b. Wireless Access Point
c. Personal Area Network (PAN)
d. Wireless Local Area Network (WLAN)


	2. 
	__________information architectures deal with how information is organized and manipulated in a sensor network.
a. Distributed
b. Centralized
c. Decentralized
d. functionalized


	3. 
	__________________ is an operating system for low power embedded devices, especially wireless sensor devices.
a. nesC
b. TinyOS
c. TOSSIM
d.  NETSIM


	4. 
	PAMAS stands for________
a. power aware multiple access protocol with signaling
b. power aware multiple access protocol without signaling
c. probability and multiple access protocol with signaling
d. precision and multiple access protocol with signaling


	5. 
	In Bluetooth, multiple ________ form a network called a _________.
a. scatter net ;  piconets
b. piconets ; scatter net
c. piconets ;  blue net
d.  blue net ; scatter net


	
	PAPER – II (USCS603: Cyber Forensics)

	6. 
	Collection & analysis of data on physical storage media: hard drive, smart phone, GPS, removable media 
a. Cellphone Forensics                     
b. Email Forensics
c. Internet Forensics
d. Disk Forensics


	7. 
	A newer hashing algorithm developed by the National Institute of Standards and Technology

a. MD5 Algorithm
b. Secure Hash Algorithm Version 1 (SHA-1)
c. Secure Hash Algorithm Version 2 (SHA-2)
d. SHA-256 Algorithm


	8. 
	____________ is the method for keeping sensitive information in email communication & accounts secure against unofficial access, loss, or compromise.
a. Email security
b. Email hacking
c. Email protection
d. Email safeguarding


	9. 
	_____________ is the technique used for tricking users to disclose their username and passwords through fake pages.
a. Social Engineering
b. Phishing
c. Cookie Stealing
d. Banner Grabbing


	10. 
	___________ is mathematical algorithm that determine whether a file content have changed
a. Cyclic Redundancy Check
b. MD-5 
c. SHA-1
d. SHA-2


	
	PAPER – III (USCS605: Digital Image Processing)

	11. 
	Which is the image processing technique used to improve the quality of image for human viewing?
a. compression
b. enhancement
c. restoration
d. analysis


	12. 
	Digitization of spatial co-ordinates (x,y)is called?
a. gray level Quantization
b. finite sampling
c. image sampling
d. image Quantization


	13. 
	Opening of an image is represented by ?
a. A o B
b. A+B
c. A-B
d. AxB


	14. 
	Which of the following is best suited for salt-and-pepper noise elimination?
a. Average filter
b. Box filter
c. Max filter
d. Median filter


	15. 
	What is the next step in image processing after compression?
a. Wavelets
b. Segmentation
c. Representation and description
d. Morphological processing


	
	PAPER – IV (USCS606: Data Science)

	16. 
	Information can be processed to get ______________.
a. Information
b. Knowledge
c. Wisdom
d. Keys


	17. 
	Most data scientists spend around _________% of their time cleaning data.
a. 20
b. 40
c. 60
d. 80


	18. 
	Which of the following is used to denote the selection operation in relational algebra?
a. Pi
b. Sigma
c. Lambda
d. Omega


	19. 
	Which of the following is not a type in JSON?
a. Date
b. Object
c. Array
d. String


	20. 
	When performing regression or classification, which of the following is the correct way to preprocess the data?
a. Normalize the data → PCA → training
b. PCA → normalize PCA output → training
c. Normalize the data → PCA → normalize PCA output → training
d. Normalize the data → PCA → normalize PCA output


	
	PAPER   V (USCS607: Ethical Hacking)

	21. 
	Worms are types of malware which 
a. has self-replicating software that causes damage to files and system
b. are capable of continually replicating with little or no user intervention
c. either pretends to have, or is described as having, a set of useful or desirable features but actually contains damaging code
d. once installed on your computer, tracks your internet browsing habits and sends you popups containing advertisements related to the sites and topics you've visited.


	22. 
	What is the purpose of a Denial of Service attack?
a. Exploit a weakness in the TCP/IP stack
b. To execute a Trojan on a system
c. To overload a system so it is no longer operational
d. To shutdown services by turning them off


	23. 
	The security, functionality, and ease of use triangle illustrates which concept?
a. As security increases, functionality and ease of use increase.
b. As security decreases, functionality and ease of use increase.
c. As security decreases, functionality and ease of use decrease.
d. Security does not affect functionality and ease of use.


	24. 
	Which NMap scan is does not completely open a TCP connection?
a. SYN stealth scan
b.  TCP connect
c. XMAS tree scan
d. ACK scan


	25. 
	Which of the following is the best way to protect against injection attacks?
a. SQL queries based on user input
b. Input validation using an allow list 
c. Memory size checks
d. Validate integer values before referencing arrays
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